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Short summary:
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Introduction

Respecting the privacy and data protection rights of service users is fundamental to the
provision of ethical, person-centred care. Confidentiality is not only a legal obligation but a
vital component in building and maintaining trust between service users and those involved
in their care.

This policy recognises the importance of clear, respectful communication and shared
understanding around information sharing, especially in complex care environments. It aims
to support staff in navigating these responsibilities with confidence, clarity, and sensitivity,
ensuring that service users’ preferences and rights are upheld throughout their care journey.

onfidentiality is a key consideration in service user’s care and maintenance of trust.
Confidentiality key derat ’ d t f trust

This guideline should be read in conjunction with
HSE Consent Policy - HSE Staff;
Assisted Decision-Making (Capacity) Act (2015) - HSE.ie

Detailed guidance! has been developed by the HSE National Office for Human Rights and
Equality in accordance with the Assisted Decision-Making (Capacity) Act 2015 and the HSE
National Consent Policy. That guidance recommends the removal of the term ‘Next of Kin’
from health and social care documentation and practices.

People close to a service user can play a significant role in supporting, or caring for, the service
user, however, they may have personal preferences that do not align with those of the service
user. Relatives or those caring for /supporting the care of a person may also have differing
views on information sharing compared to service users with whom they are care partners.

Early discussions with the service user about their wishes can help to clarify with whom they
wish information to be shared. These conversations should be conducted in a manner that
recognises and accommodates diverse communication needs.? Such discussions can also
help avoid misunderstandings with, or causing offence or distress to, anyone the service
user would want information to be shared with while preserving confidentiality.

L/ Always clarify with a service user who they want to receive information on their behalf
@ and document it clearly.

Only share information that is necessary and relevant for the purpose. Avoid sharing
excessive or unrelated personal details. Ensure information is shared securely and
only with the intended recipient.

Purpose and Scope

The guidance is for all medical, nursing, health and social care professionals (hereafter
referred to as healthcare workers).This guidance provides healthcare workers with clear and
practical advice on sharing patient information with, or receiving information from a
Nominated Contact Person/ ICE Contact Person, who hold no legal authority to make any
decisions regarding treatment.

1 Guidance on removing the term ‘Next of Kin’ from Health and Social Care in line with HSE National Consent
Policy and Assisted Decision-Making (Capacity) Act, HSE National Office for Human Rights and Equality Policy
2 For further information on communication supports, please view the HSE National Guidelines on Accessible
Health and Social Care Services at
https://www.hse.ie/eng/services/yourhealthservice/access/natguideaccessibleservices/part1.html


https://healthservice.hse.ie/staff/procedures-guidelines/hse-consent-policy/
https://www.hse.ie/eng/about/who/national-office-human-rights-equality-policy/assisted-decision-making-capacity-act/assisted-decision-making-capacity-act-2015.html

This guidance is a resource to assist healthcare workers in aligning to data protection
principles® and considerations when asked to share service user information. By adhering to
the guidance, healthcare workers can protect service user confidentiality, uphold
professional standards, and ensure that personal preferences are respected while mitigating
data protection risks associated with sharing service user information.

Definitions

The terms referred to in this guideline are defined as follows:

Nominated Contact Person (NCP): This is someone chosen by the service user to provide
or receive information. They do not have decision-making authority regarding the service
user’s health care and medical treatment unless a formal decision-support arrangement
under the Assisted Decision-Making Act is in place (Appendix I).

In Case of Emergency (ICE): This is someone chosen by the service user to be contacted
during an emergency. The ICE person does not have the authority to make decisions for the
person unless a formal decision-support arrangement under the Assisted Decision-Making
(Capacity) Act is in place (Appendix I).

Capacity: A person’s ability to make decisions. Under the Assisted Decision-Making
(Capacity) Act 2015, this will be based on the person’s ability to make a specific decision at a
specific time.

NCP and ICE Person do not have legal decision-making authority unless formally appointed.

NCP and ICE Person may be the same person.

Understanding GDPR Lawful Basis for Sharing Information

In healthcare, personal data and special category data is most commonly processed under
the lawful basis of ‘necessary for the performance of a task...or in the exercise of official
authority vested in the controller’ and for ‘provision of health or social care... services'
(Articles 6(1)(e) and 9(2)(h) of GDPR). This means that service user’s data can be shared
with relevant parties to support care.

Medical consent refers to service user's agreement to receive treatment. This is different
from GDPR consent, which is one of several lawful bases for processing personal data. In
most healthcare settings, GDPR consent is not relied on as the legal basis for sharing
information.

Processing information in line with the data protection law

The first principle of the GDPR states that data must be processed lawfully, fairly and
transparently. This means:

e Service user information must be processed in a way that does not breach either
statute or common law. For example, if disclosing information would be a breach of
the common law duty of confidentiality, it would also be unlawful under the data
protection law.

e Service user personal information must be handled in ways that are transparent and
in ways they would reasonably expect. Service users and their nominated contact

3 HSE Data Protection Policy www?2.healthservice.hse.ie/files/152/



https://www2.healthservice.hse.ie/files/152/

persons should be able to easily understand what they’re agreeing to. For example,
say “We’ll share your discharge instructions with your daughter” rather than “We’ll
disclose relevant clinical data to your nominated representative.”

e |f a service user limits what can be shared or changes their mind, respect their
wishes immediately and update records accordingly.

The principle of data minimisation means you should only disclose the minimum amount of
personal data required for the purpose. For example:

e Ifthe NCP /ICE Contact Person needs to know about medication schedules, avoid
sharing full medical history.
e If discussing discharge plans, limit details to what's relevant for safe care.

The principle of accountability requires you to not only comply with data protection rules but
also be able to demonstrate that you have done so.

Document every instance where service user information is shared with a nominated
contact. Include:

— What was shared
With whom

When

— Why (where relevant)

If asked, you should be able to explain:

— Why the information was shared
— How it was necessary for the patient’s care or safety

How to ensure service user information is handled securely

You must make sure any personal information about a service user that you process is
effectively protected at all times against unauthorised access, disclosure or loss. You should
not leave service user’s records, or other notes you make about a service user, either on
paper or on screen, unattended.

» L/ Avoid sharing personal information about a service user where you can be
@ overheard, for example in a public space. While there are some practice
=  environments in which it may be difficult to avoid conversations with (or about) a
service user being overheard by others, you should take reasonable steps to reduce
the risk of breaching confidentiality and protect the privacy of service users wherever
possible.

Determining Service User's Wishes

When supporting a service user to choose a NCP and/or an ICE Contact Person, the
healthcare workers must presume they have capacity to make that decision at the time of
the decision being made - “an adult is presumed to have decision-making capacity to provide
consent unless the contrary is shown” .

4 See: HSE National Consent Policy 2022, Point 5.2 Guiding principles relevant to decision-making capacity,



Healthcare workers should be satisfied that “there is no undue influence or coercion being
exerted™ on the service user. If there is a concern about possible influence or coercion, the
healthcare workers should refer to the HSE National Consent Policy 2022 for direction.

Where preference for information sharing is unclear due to cognitive impairment, healthcare
workers should document any preferences previously expressed and ensure information
shared is limited to what is necessary and proportionate.

A service user has the right to change their nominated person.

named individuals, under what circumstances, and for what categories of information

@ Establish what specific personal data a service user wishes to share, with which
=  (medical, care coordination, etc.)

Document these wishes in the service user’s healthcare records and maintain a
record of what information was shared, with whom. If someone has legal authority to
make specific decisions on behalf of a service user, this authority must be clearly
documented with the correct legal term.® See Appendix 1 for legal standing of
different types of appointed service user representatives.

Service users retain the right to change their contact persons and scope of
information to be shared at any time.

Respecting Service User’s Wishes

If a service user who has capacity to make decisions, refuses permission for information to
be shared with a particular person or group, it may be appropriate to encourage the service
user to reconsider that decision if, in the opinion of the healthcare worker, sharing the
information may be beneficial to the service user’s care and support. However, always
respect their wishes unless disclosure is justified in the public interest (e.g., in case of a
serious communicable disease or poses a serious risk to others through being unfit for
work).

If sharing information to protect others, document the specific risk to third parties and why
sharing this person's information is necessary to protect others. Only share information
about the risk/threat - not unrelated medical details. Record who you shared with and why
they needed to know to protect themselves or others.

If a service user lacks capacity to make the decision, it is reasonable to assume the service
user would want people who have a close, ongoing personal relationship with them to be
kept informed of their general condition and prognosis, unless they indicate (or have
previously indicated) otherwise. As mentioned above, the healthcare worker should be
satisfied that there are no signs of controlling behaviour, psychological or emotional abuse
from said care partners or family members.

> Code of Practice for Healthcare Professionals April 2023, page 17. 12. COP_for_healthcare_professionals.pdf
® HSE National Consent Policy 2022, page 37: no other person [such as Nominated Contact person or ICE
Contact Person] can give or refuse consent to a health or social care service on behalf of an adult person who
lacks capacity to consent unless they have specific legal authority to do so.



If the service user's preferences are unknown, healthcare workers should consider whether
sharing general condition updates aligns with previously documented wishes and ensure
disclosures are necessary and proportionate and appropriate under data protection law.

L/ Alldecisions regarding the overriding of service user wishes must be clearly
@ documented, explaining circumstances for the decision, along with safeguarding
=  assessments, best interest considerations where capacity is lacking, and any
consultation with senior clinical staff or legal advisors.

Listening to Concerns from the NCP or ICE Contact Person

In most cases, discussions about care with the NCP or ICE Contact Person will take place in
the presence of the service user or with the service user’s knowledge.

If NCP / ICE Contact Person wishes to share concerns without the service user’s knowledge,
they must provide a clear and substantive reason, such as concerns about psychological
impact on recovery, abuse or safeguarding concerns, which would justify this approach.
Such information should be considered appropriately by healthcare workers in line with other
HSE PPPGs including legal or professional obligation to act on the concerns, consider
further investigation, or involvement with e.g. safeguarding teams. Information should only
be withheld from the service user in exceptional circumstances, the reasons for which, as
well as any information on any actions taken should always be clearly documented.

added to the service user records if relevant to care and verified where possible,

=  clearly marking the source of information in the records. Service users must be
informed that information has been added to their records, respecting their right to be
informed under GDPR Articles 13-14, and they retain the right to request access to
their complete records including information from NCP or ICE Contact Person under
GDPR Article 15, noting that a right of access to personal data is not absolute and
each case will be considered on its own merits.

@ Record keeping: Information provided by NCP or ICE Contact Person should be

Transparency: Where concerns are accepted and acted upon, healthcare workers
must consider how and when to inform the service user about the information
received, unless there are compelling reasons related to their safety, ongoing
investigations, or risk of further harm that would justify temporary or permanent non-
disclosure under restrictions set out in GDPR Article 23 and section 60 of the Data
Protection Act 2018.

Access restrictions: Information may be withheld from service users if it poses a
risk to their health or wellbeing, but this must be based on professional clinical
assessment. Healthcare workers must clearly document the nature of the risk, the
clinical judgment supporting the decision, and the justification for withholding the
information, ensuring the decision is necessary and appropriately balanced.

Disclosing Relevant Information when the person lacks capacity

Healthcare workers may disclose personal information to a service user’'s nominated person
if it is of overall benefit to the service user who lacks the capacity (on the basis of a



documented capacity assessment or equivalent) to decide about their information being
shared. When deciding to disclose, the healthcare professional should:

e ensure it is necessary, proportionate, and in the service user's best interests;
e respect the service user’s dignity and privacy;
¢ involve the patient in decisions about disclosure as much as possible

e ensure that anyone you disclose personal information to must understand and
respect that you are giving it to them on the understanding that the information will be
kept confidential.

Healthcare workers should follow the steps outlined in the section “Determining Service
User’s Wishes”, which includes reviewing previously expressed preferences, consulting
nominated or legally appointed individuals and reflecting on team knowledge. These steps
should be used to establish what information may be shared, with whom, and under what
circumstances.

If a service user's personal information is shared in a way they would not reasonably expect,
you should inform the individual of the sharing and the reason(s) for same.

This requirement does not apply if informing the service user is not practical, or if doing so
would interfere with the purpose of the disclosure. For example, notification may be withheld
if it could negatively impact on an investigation or prosecution of a serious crime.

A ! /
@ Share only what is necessary and in the service user’s best interest when they lack

=/ capacity.

Medical Emergencies (vital interest - Art. 6(1)(d), Art. 9(2)(c), Recital 46
of the GDPR)

In life threatening situations where there is danger to the life and health of a person and the
person is not able (for physical” or legal reasons®) to nominate a contact person, healthcare
workers, acting in the service user’s best interest, may share necessary information with, or
listen to concerns from those close to the service user and any other healthcare professional
acting in the best interest of the service user for that episode of care.

Service User’'s Request for Non-Disclosure

If a service user asks you not to disclose information and you believe it would be benéficial
for their care to share limited, necessary information, try to encourage them to choose an
appropriate person to receive relevant information. If the service user still refuses, but you
believe non-disclosure poses a significant risk to the health and welfare of the service user,
inform the service user before disclosing and consider the views of an advocate or carer.

7 Inaccessible geographical location, unconsciousness
8 Temporary incapability to act, where no legal representative is appointed



Document in the service user's health records the discussions with both the service
@ user and the appropriate person receiving the information and the reasons why the
= health care professional felt it was appropriate to disclose that information.

7/
A Y

If disclosure is necessary despite refusal, document the reasons and inform the
patient if possible.

Rights of Parents and Legal Guardians

Service User Rights: Parents are generally entitled to information about their child's health
until the child turns 18 years of age, with rights evolving as the child grows. In healthcare it is
generally accepted that a child between the ages of 16-18 years, considering their levels of
maturity, has greater autonomy over decisions relating to their care than a younger child
under 16 years. In some situations, a parent or legal guardian may not have been involved
in the decision-making and so may not have had access to the child or young person’s
information. In this situation, where a parent or legal guardian seeks to obtain information
about a child or young person, the healthcare worker should discuss the request for
information with the child or young person. In most situations, the healthcare worker should
encourage the child or young person to consent to the sharing of this information with the
parent or legal guardian. °

Y ! 4
@ Parents generally have access to their child’s information, but the child’s views must
=  be considered.

Scenarios

1. A patient with a complex medical condition had multiple specialists involved in their care.
The patient consented to information being shared with their nominated contact person who
was also their main carer. The healthcare team ensured that the patient's nominated contact
person was kept informed about the care progress and the patient's needs post-discharge.
This collaborative approach resulted in a well-coordinated care plan supporting effective
care and positive communication between the service user and carer. This thorough
preparation and clear communication ensured a smooth transition from hospital to home,
enhancing the patient's comfort and well-being.

2. A patient agreed to share limited information about their health with their family and,
specifically chose not to disclose their HIV status with them. The healthcare team respected
the patient's wishes and carefully managed the information shared. If the healthcare worker
would accidentally provide details to the family this would cause distress and mistrust
between the patient and the healthcare team.

Restricting service user information: Service users can choose to limit what information is
shared with their nominated contact person. Always ensure the service user’s wishes are
clearly documented in their healthcare records, including what information the service user
agrees to share and what is to be withheld. Staff should be familiar with these preferences
and, if unsure, must refer to the service user’s records before sharing any information. This

9 HSE National Consent Policy, page 61



helps prevent unintended disclosures and protects the trust between service users and the
healthcare team.

3. In a hospital, a parent of five sons, who is seriously ill, has nominated their eldest son as
the primary contact for all medical information. When a younger son, who has a strained
relationship with the parent, arrives at the hospital and demands to know the details of the
parent's diagnosis and treatment, the healthcare staff, despite feeling pressured, kindly
explain that they must respect the patient's wishes. They assured the younger son that they
will first check with the parent to see if any information can be shared.

Demanding (medical) information: Healthcare workers must respect the service user’s
nominated contact person and not share medical information with others, even if they insist.
If someone asks to replace the nominated contact, staff should speak with the patient and
follow their instructions. If there are concerns about undue influence or safeguarding risks,
escalate to a senior clinician for review.

4. A pregnant woman arrives at the hospital in active labour, accompanied by her partner,
who is her nominated contact person. The midwife provides care and support to both the
woman and her partner. Following delivery, the baby requires medical treatment in the
Neonatal Intensive Care Unit. During her stay, extended family members, including
grandparents, arrive and request updates on the care of the mother and baby. The midwifery
team respects the woman’s expressed wishes and manages the sharing of information in
accordance with her preferences.

Key Learning: Healthcare workers should respect the service user’s expressed wishes
regarding who receives information about their care. In this case, extended family members
are kindly advised to contact the service user’s husband as her nominated contact person,
for information, in line with the woman’s preferences.



Appendix 1

Role Legal Standing
Nominted A person chosen by a service user to receive %
Contact Person  or share relevant information with healthcare
professionals.
In Case of A person chosen by a service user to receive
Emergency or share relevant information with healthcare )4
Contact Person  professionals during an emergency.
Decision-Making A person appointed to help someone to
Assistant make decisions for themselves. The
assistant can only help with decisions that v
are included in your decision-making
assistance agreement.
Co-Decision- A person who jointly with someone can make
Maker the decisions set out in the co-decision- v
making agreement.
Decision-Making A person appointed by the court to make
Representative  decisions on behalf of someone who does
not have capacity to make those decisions. v
The court will list all of the decisions that the
decision-making representative can make.
Designated A person appointed to advise on and
Healthcare interpret someones' wishes, who can agree
Representative  to, or refuse treatment on behalf of the v
apointee as set out in their Advance
Healthcare Directive.
Enduring Power An attorney is to make decisions on behalf of
of Attorney the person, strictly based on what the person
wrote in their enduring power of attorney. v

EPAs do not cover decisions about medical
treatment.



